1. JAVA.

Jiia paGotsl npunoxenus jxt Tpedyercst java. Eciau oHa yxe ycTaHOBJIEHHa Ha KOMIBIOTEPE, TO

pasen yCTaHOBKH IIPOITyCKaeM U OCTaHaBIMBaeMcs Ha paszene «Hacrpoiika javay
1.1. YcranoBka java.
Ckavarp java MOXKHO ¢ OUIIMaJIbHOTO caiita: https://www.java.com/ru/
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B oTkpeIBIIEMCS TPUITIOKEHUH NTEPENUTH Ha BKIAJKy Security, Haxas kHonKy «Edit Site List», B
nosiBuBIeMcst okHe «Exception Site List», HaxkaB kHonKy «Add» 106aBUTH CCHUTKH:

https://private.sirena-travel.ru/
http://private.sirena-travel.ru/
https://sirena-travel.ru/
http://sirena-travel.ru/



https://private.sirena-travel.ru/
http://private.sirena-travel.ru/
https://sirena-travel.ru/

| & Java Control Pane

General Update Java Security  Advanced

Enable Java content for browser and Web Start applications

Security level for applications not on the Exception Site list

() Very High

Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.

(®) High
Java applications identified by a certificate from a trusted authority are allowed to run, even
if the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate

security prompts.
I Edit Site List...

http://sirena-travel.ru ~
https: f/private.sirena-travel.ru
https: f/sirena-travel.ru b

Restore Security Prompts Manage Certificates. ..

Cancel Apply

| £ Exception Site List

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

Location

http://orivate. sirena-travel.ru
http://fsirena-travel.ru

https: //private.sirena-travel.ru
https: /fsirena-travel.ru

l
'l

_--——‘__‘-‘_‘--‘__‘__‘-l—n__

—
Add Remove
"Th FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.
Cancel

e

3akpbIBaeM BCE OKHA M MEPEXOANM K PEIaKTHPOBAHUIO (aiisa 0€30macHOCTH java.

JUJ1s1 5TOTO € TIOMOIIBIO MTPOTPaMMBI IPOBOTHUK 3aX0AUM B aupekToputo: «C:\Program

Files\Java\jre-1.8\lib\security»

I & = | security - O *
TnaeHas MogenuTeca Bug 0
A < [lokaneHeii guek (C:) » Program Files » Java » jre-1.8 & lib » security w O Mowncke security e
~
~ Wmern Jlata nameHeHna Tun Pazmepa
7 BeicTprii goctyn
olic 29.0%.2023 11:10 Manka c daitnamu
[ PaBouwii cron P )f. - _L - ¢ .
|| blacklist 14.06.2023 1411 aiin 4KB
‘_’ Farpyakn [] blacklisted.certs 14.06.2023 14:11 ®aiin "CERTS" 3Kb
= AerymenTer [ cacerts 14.06.2023 14:11 ®aiin 110KB
=| Vzobpaskerna [ java.policy 14.06.2023 1411 Qraiin "POLICY" 3KB
etc |_'| java.security 14.06.2023 1411 @aiin "SECURITY" 56 Kb
invsu || javaws.policy 14.06.2023 1411 Gaiin "POLICY" 1KBE
a i i i A.06.2022 605 Gn "DAT" 137 K|
leoselectar |_'| public_suffix_list.dat 14.06.2023 6:05 ®aiin "DAT 227 KB
. | | trusted.libraries 14.06.2023 1411 Qraiin "LIBRARIES" 0KB
security
@ OneDrive
[ 3701 komnerotep
== 7 Ha localhost ™
InemenTon: §

1 OTKpBIBaeM (ailn java.security TEKCTOBBIM PEAAKTOPOM (Ha KapTUHKE HIDKE OJIOKHOT (notepad)).

Haxonum ctpoky : «jdk.certpath.disabledAlgorithms=MD2, MD5, SHA1 jdkCA & usage

TLSServer ...», 1 KOMMEHTUPYEM €€.



Jlo n3MeHeHui:

" java.security — BnokmoT - O x
Qaiin  lNpaeka Qopmar Bua  Cnpaeka
# before larger keysize constraints of the same algorithm. For example: A
# "RSA keySize < 1824 & jdkCA, RSA keySize < 2048".
#

# Note: The algorithm restrictions do not apply to trust anchors or

# self-signed certificates.

#

# Note: This property is currently used by Oracle’'s PKIX implementation. It
# is not guaranteed to be examined and used by other implementations.

#

# Example:

# jdk.cer‘tpath.disabledﬂlgor‘ithms=, DSA, RSA keySize < 20848
#

i

jdk.certpath.disabledAlgorithms=MD2, MD5, SHA1 jdkCA & usage TLSServer, \
RSA keySize < 1824, DSA keySize « 1824, EC keySize < 224, 1\
include jdk.disabled.namedCurves, 3\
SHAL1 usage Signedl]AR & denyAfter 2819-81-81

Tlocne n3menednit:

RS e R —

7 java.security — Bnokrot - O *

®aiin [paska Qopmar Bug Cnpaeka

# Note: The algorithm restrictions do not apply to trust anchors or A
# self-signed certificates.

#

# Note: This property is currently used by Oracle's PKIX implementation. It

# is not guaranteed to be examined and used by other implementations.

#

# Example:

#  jdk.certpath.disabledAlgorithms=MD2, DSA, RSA keySize < 2848
#

i+

#jdk.certpath.disabledAlgorithms=MD2, MD5, SHA1l jdkCA & usage TLSServer, 3
RSA keySize ¢ 1824, DSA keySize « 1824, EC keySize < 224,

include jdk.disabled.namedCurves, \ |
SHAL usage Signed]AR & denyAfter 2019-81-81

#H| 3

# Legacy algorithms for certification path (CertPath) processing and
# signed JAR files.
#




Haxonum crpoky: «jdK.jar.disabledAlgorithms=MD2, MDS5, RSA keySize ...»

10 N3MEHCHUI:

See "jdk.certpath.disabledAlgorithms"™ for syntax descriptions.

- A5 JINKANRHRIA AMCK 1Lt > FIOOAFAM LB 3 1AVA 3 IFE-1& 3 IR 3 SECLATS U L INACK? SECLIOTY A
[ — BnokHoT — *
®aiin  MNpaska ®opmat Bug Cnpaeka

#  Operator: L]
# <=|<]=1]1'=]>1]> Haiitn x

#
1#  Keylength: Yro: |MDZ | | Haiimt nanee 1

# Integer value of the algorithm's key length in bits
1

# Hanpasnetue OTmena

# Note: This property is currently used by the IDK Reference []C yueTom perucTpa (OBgepx @ Brus
1 # implementation. It is not guaranteed to be examined and use -

# implementations.

#
'# See "jdk.certpath.disabledAlgorithms™ for syntax descriptions.

#

jdk.jar'.disabledﬂ.lgor'ithms=, MD5, RSA keySize < 1824, \

DSA keySize < 1824, include jdk.disabled.namedCurves, \
SHAL denyAfter 2819-81-81

| #

# Algorithm restrictions for Secure Socket Layer/Transport Layer Security

# (SSL/TLS) processing

#

# In some environments, certain algorithms or key lengths may be undesirable v
M0CJI€ U3MEHEHH:

j java.security — BnokHoT — x

Qaiin [lpaeka ©Qopmat Bug Cnpaexa

# Operator: ~
# <= <] =1]1t=]>=]> Haiiru pre

#

#  Keylength: Urg:  [MD2 | | Haim panee

# Integer value of the algorithm's key length in bits

# Hanpaenetue OTmeHa

# Note: This property is currently used by the IDK Reference I C yuetom perucrpa (OBgepx @ Buas

# implementation. It is not guaranteed to be examined and useq -

# implementations.

#

#

#

#

jdk.jar.disabledAlgorithms=MD2, MD5, RSA keySize < 1824, \
DSA keySize < 1824, include jdk.disabled.namedCurves, \
SHAL denyAfter 2819-81-81

S

#

# Algorithm restrictions for Secure Socket Layer/Transport Layer Security

# (SSL/TLS) processing

#

# In some environments, certain algorithms or key lengths may be undesirable




Coxpansiem aiin.

Qain lMNpaska Copmar Bug Cnpaexa

# denyAfter YYYY-MM-DD
# ra
|| CoxpaneHune x

p# Operator: 4 Cop

# <=1 4 T <« Program Files » Java » jre-1.8 » lib » security v O Mownck: security »
#

# Keylengthi ¥nopagounte v Hogan nanka == ~ (7]
# Intege ~ ~

# E 3707 KoMNbioTEp menn [lata nsmeHeHna Tun Pasmepa

# Note: This g
# implementat]
# implementatd B Bugeo

== 1 Halocalhost policy 29,09,2023 11:10 Manka c daiinamn

|# || Doxymentar

T# See "jdk.cern & 3arpykn
# = Uanfinmwauun ¥ € >

1|#jdk.jar'.disat

.’F# DSA key Wnaa daiina: ~
# SHAL dg Tun daitna: | TekcroBeie gokymenTe (*.bd) -
#

# Algorithm rg ~ Ckpbmsnanku Koauposka: | ANSI v OtmeHa

# (SSL/TLS) pr

B 3aBucumocTH OT mpaB moJib30Barests, (ailll MOXKET COXPAHUTHCS UITH MTOSIBUTCSI COOOIICHUE O
HEBO3MOYKHOCTH OIIEPALUU U NPEAJIOKEHUEM COXPAHUTD B IPYTOil KaTajor, 0 YMOJYaHHIO
«JloxkymeHTb». B naHom ciydae coxpaHsieM B «JlOKyMEHTBD».

Qaiin [paeka @opmatr Bug Cnpaeka

# denyAfter YYYY-MM-DD
# } &) Coxparenme x
p# Operator:
ﬁ <=4 — o Eil . P20l i @ | Mowck: security p
CoxpaHeHne
# Keylength: ¥nopnad j== - o
# Intege | CAProgram Files\lava\jre-1.8\lib\security\java.security.ot
1 . HUA Tun Pazmepa
# & 370 ¥ BaC HET PAasPELLEHMA HA COXPAHEHME GaAf/I0E B 3TOM MECTE,
# Note: This g -l OBpaTMTECE K 3AMUHWCTRATOPY CET AMA NOMYYEHIA PA3PELLIEHNA, 10 Manka ¢ aiinanu

# implementati -
# implementatdi B s

# B a

KoTuTe BBINOAHWTE CoxpaHeHne B nanke "JokymenTel” BMecTo 3Toro?

14 See "jdk.cen }32 Her
# =1 tnharaea T >
1|#jdk.jar‘.disal:
5F# DSA key Wma daiina: v
# SHAL de Tun daiina: | TekcToBeie gokymeHTe (*.bd) v
#
# Algorithm re A Ckpeirsnankw Koauposka: | AMSI ~ CoxpaHuTe OTmeHa

# (SSL/TLS) pr




ﬁ_.‘.‘ii:.-':_—f': HOT - o x

Qaiin [Npaeka @opmat Bug Cnpaeka

# denyAfter YYYY-MM-DD ~
# Nj CoxpaHeHune x

p# Operator:

# <= I 1€« v 4 |‘:_f] » 3TOT komnbtoTep »  JoKyMEHTEI ] Monck: JokymeHTel el

#

# KeylLength Ynopagounts ¥ Hoean nanka SEER 0

# Integg ~

# E 3107 KOMMErOTER Wnaern [lata u3mMeHeHKA Tun Pasmepa

# Note: This g
# implementat]
# implementati B enace

= IHa localhost HeT 3nemenToE, yA0BNETEOPAMILLNK YCIOBMAM NOWCKE.

# @ JokymeHTe!
n# See "jdk.cen 3 3arpyzn

# =1 Monfinswenen ¥ % >
1|#jdk.jar'.disal
5F# DSA key Wimn daiina: | [EEEERa g w

# SHAT de Tun dalina: | TekcToBRIE 4OKyMEHTEI (*.txt) w

#

# Algorithm re A Ckpbime nanku Koanposka: | ANSI v OTmena

# (SSL/TLS) pn v

Jst ynoOcTBa paboThl PEKOMEHAYETCs BKIIOUUTh OTOOpakeHHe paciIrpeHust (paiiios, Uit STOTO B
Ianke B MeHIo - > Bun -> Ilapamerpsl - > M3MeHUTHh mapaMeTphl MANOK U IIOUCKA CHATh
rajouKy - « CKpbIBaTh pacUIMPEHHs JUIs 3aPETUCTPUPOBAHHBIX TUIIOB (PAIIOBY , M MEPEKIIIOYUTH
kHomy Ha «Iloka3bIBaTh CKpBITHIE (DAL, ANKH U AUCKU», CM. HHXKE.

nasHaa MogenuTeca
" « [lokaneHed guek (C: >m ity
2 T Anex (C) g ‘DgMEprI nanok *

leoselector ” Wraern
) OBwme] Bua [owck
security policy
- MpepcTasnenne nanok
& Onelrive || blacklist . Bl MoXeTe NpMMEHNTL STOT BMI (HaNpKMep,
|_1 blacklisted.c Tabnmua" unm " 3Haukn") Ko Bcem nankam
o3 - TEKOro TMNa.
L 3roT komneroTep [ cacerts
T . . TMpMMEHATE K Mankam Ctpoc BUAa nanok
== zHa localhost || java.pelicy SS9
B Bugeo || java.security.
. - - JlpnonHuTenEHEIE NapaMeTPLI:
1= Hokymenter || javaws.policy - -
|J ublic suffic Mpw BBOAE TeKCTa B pexMe "Chvcor A
; 3arpyzkm - P = (O ABTOMaTMUECKM BEOMTE TEKCT B NONE Noucka
=) UsoBpaxenns |J trusted.librar (®) BuinensTh BEEOEHHLI SNEMEHT B CrMCKe
CKpLIBATE 3alUMILEHHBIE CUCTEMHBIE PaiNb! (peKameH,
J‘) My3bika CKpbIBATE KOHBMWK Thl CAMAHWA NanoK
/| CKpLIBATE MYCThIE OUCKA
) OBwemtbie oGbeKTEl v P Y ol
3 [] CrpeiBaTs pacumpeHis ANA S3perkMcTPMPOBaHHED THMC
Jnementor: 9 BoiGpand 1 3nemen: 55,8 Kb CHpBITEIE PaANG M NaNKK

(O He nokassiBaTe cKkpeITele Qaink!, NaNKK W auckn
(®) MokasbiBaTs CKPLITHIE AN, NAMKK M AACKN

< >

BoccTaHoBuTe sHaueHWA no YMONYaHWID

QK Omena MprMeHUTE




B nupexropuu: - «C:\Program Files\Java\jre-1.8\lib\security» nepenmenoBars ¢aiin
java.security B java.security.old .

WMzobpakenna

J‘! Myzeika

3InemenTos: 9

) ObbemHbie obbekTbl

= | se — O x
TnaeHas Mogenuteca Bug
- v <« Jlokanedeii guck (C:) » Program Files » Java » jre-1.8 » lib » security v D Mowck: security 0
leoselector ) Wraern [ata nsmeHeHnA Tun Pazmepa
security policy 29.09.2023 11:10 Manka ¢ dainanu
& OneDrive |j blacklist 14.06.2023 14:11 Daiin 4KB
|j blacklisted.certs 14.06.2023 14:11 ®aiin "CERTS" KB
X 3ot kounerotep [ cacerts 140620232 14:11 Daiin 110 KB
== znalocalhost [ java.policy 14,06.2023 14:11 taiin "POLICY" IKE
B Bugeo |j Jjava.security.cld 14.06.2023 14:11 Maiin "SECURITY" 56 Kb
@ JokymenTsl D javaws.policy 14.06.2023 14:11 @aiin "POLICY" 1KB
* 3arpyskmn NEPEMMEHDEAHNE 227 Kb
_ RIES" D KB
=

I Mocne nameHeHna paclWMpeEHA 3TOT ¢lEﬁJ’I MOXKET OK33aTbCA HEQOCTYNHEBIM.

BoiGpan 1 3nemenT: 55,8 Kb

Bbl AeACTBMTENEHD XOTUTE MIMEHUTE ero’

B mupexroprun «/lokyMeHTBI» iepernMeHOBBIBacM (aiin java.security.txt B java.security ,
APYrUMH cJI0BaMH yOMpaeM pacuiupenue .txt.

Jlo n3aMeHeHwus:

[E fokymeren — O
- v o s 3ror KomneroTep > JOKYMEHTEI w Mowck: JokymenTsl 2
P
o Mrern Jlata nsmenenna Tun Pasmepa
# BeiCTpRIi gocTyn
I Paboumin » . Defaultrdp 18.09.2023 18:24 MogknyeHne Ky... 3KB
aBouwit cTon —
* |_1 java.security.bd 20.00.2023 12:19 TekcToBLIA ADKYM... 36 Kb
3arpyskm -
@ JokynenTsl -+
=| MzoBpaxenua *
) v
InemenTor: 2 E =
o e o~ R o
ITocne usmeHnenus:
[E] Nokymente — O *
&« v E] > 3ToT KoMnbtoTER * JoKYMEHTEI w Mownck: JokymenTsl o
A
o Wrnern Jlata n3meHeHuA Tun Pazmepa
7 BricTphiil gocTyn
I Paboumii # 5. Default.rdp 18.00.2023 18:24 MogknoyeHne Ky... 3KB
aBounii cTon =
* | ] java.security 29.09.2023 12:19 ®aiin "SECURITY" 56 Kb
3arpyskm -
@ JoKyMeHTEl -
=| Msobpaxenuna -+
v

3nemenTos: 2

BoiGpan 1 3nement: 55,8 KB




W3 nupextopun «/lokyMeHTBI» riepemMeriaeM ¢aiin java.security B qupexropuio «C:\Program

Files\Java\jre-1.8\lib\security»

| I ¥ O
m [nagHan MogenuTeca Bug
= v P < JlokaneHem gnek (&) » Program Files » Java » jre-1.8 » lib > security » v O Mownck: security
A
leoselector () Wrenn Jara usmereHuna Tun Pasmepa
security policy 29.09.2023 11:10 Manka ¢ daiinamm
blacklist 14.06.2023 14:11 ©aiis 4KB
@ Onelrive D ackll ann
D blacklisted.certs 14.06.2023 14:11 @aiin "CERTS" 3KB
E 3TOT KOMMBHOTED D cacerts 14.06.2023 14:11 @aiin 110 KB
= 7 Ha localhost D java.policy 14,06.2023 14:11 @aiin "POLICY" 3KB
m Buaeo D java.security.old 14.06.2023 14:11 ®aiin "OLD" 56 Kb
o i 1 i 4.06.2023 14: " o -
LokymenTsl D javaws.policy 14.06.2023 14:11 Gaiin "POLICY 1KB
D public_suffix_list.dat 14.06.2023 6:05 @aiin "DAT" 227 Kb
; 3arpysku _ - - . .
v D trusted.libraries 14,06.2023 1411 Gaiin "LIBRARIES" 0 KB
JnemeHToe: 9 I ; .E &=
L s —— - |
_ | B larnanms [ iRawsp Bain "POL 3 |
NokymenTel O
< v > 3ToT komnetoTep > JoKyMEHTEI ~ 0 Monck: JokymenTsl
~
) Wrenn Jara usmeneHua Tun Pasmepa
# Beictpeii goctyn
. . Default.rdp 18,00.2023 18:24 MeakntoyeHme K y.. 3KE
I PaBounii cTon - : =
200020231219 ®aiin "SECURITY" 56 K
; 3arpyzkm *
JokymenTsl -
=] NzoBpaxernn -
. v
3nemenToe: 2 BuiBpan 1 2nemenT: 53,8 Kb

ITocne Toro, kak ¢aiin ckonuposa B nupekroputo «C:\Program Files\Java\jre-1.8\lib\security»

PEKOMCHAYCTCA CACIAaTh €ro KOIMUIO.

' 4

= | security

[nasHan

> v 4

MogeauTeca Ewg

<« fNokaneHeid guek (C) » Program Files » Java @ jre-1.8 » lib » security

leoselector A

security
@ Onelrive

X3 Jrot komneroTep
== 7 Ha localhost
B Buaeo
JokyMeHTsl

; arpyskm
v

3nemenToe: 11

BuiBpan 13nement: 558 Kb

-

MraeHn

D blacklisted.certs

D cacerts

D java — konua.security

| ] java.policy

D java.security
—_—

D java.security.old

D javaws.policy
[ public_suffix_list.dat
D trusted.libraries

[ata uzmeHeHna
14,06.2023 14:11
14,06.2023 14:11
29.09.2023 12:19
14,06.2023 14:11
29.09.2023 12:19
14.06.2023 1411
14.06.2023 1411
14.06.2023 6:05

14.06.2023 1411

v O
Tun

Maiin "CERTS"
Daiin

Maiin "SECURITY"
Maiin "POLICY"
Baiin "SECURITY"
Paiin "OLD"
Qaiin "POLICY"
Paiin "DAT"
Paiin "LIBRARIES"

Mownck: security

Pazmepa

3KB
110 KB
56 Kb
KB
56 Kb
56 Kb
1KBE

]

Ha sTom HacTpoiika java 3akoHYEHA.




2. YcTaHOBKA TEPMHHAJIA H MePeyCTAHOBKA TEPMHUHAJIA

OTkpbiBaeM Opay3ep, 1 3aX0IUM Ha CaiT, CKaunBaeM npuiiokeHue jxt.jnlp B o cchuike:

@ @ Hosan sknagka X + ~ i [m]
&} Q https://private.sirena-travel.ru/jxt/xtjnlp ¥, ﬁ
3] Mmnopr saknagok.. @ Mpuctynum (@) jnlp
T E A O
3agepweHa — 2,1 KB
(1) nlp
|I‘ 3aeepwera — 2,1 KB [:]
|1"‘ jre-8u381-windows-x64(1).exe
Dain nepemMelwdH AK oToyTCTEYET
e MokazaTe Bce 3arpyskm
Bo Bpemst DDOS-araku cepBepa BpeMsi CKAUHMBAHHUS MOXKeT ObITh CyIIeCTBEHHBIM,
Heo0X0IMMO I0KIAThCSI OKOHYAHMS 3arPy3KH He MpepbIBasi ero.
3arycKaeM npuioxkenue jxt.jnlp
@ @ Hosan eknagka X + ~ — O
&} Q https://private.sirena-travel.ru/jxt/jxtjnlp &, Q

3] Umnopt saknagok.. @ Mpuctynum

OTKpBITE McNoAHAEMbI daiin? *
@ «jet(1).jnlp= ABnAeTcA ncnonHAemeim daitnom. Micnonxaemeie aiinel MoryT cogepaTs BUpYChI

WA Apyroil BpeAOHOCHBIA KO, KOTopPEIA MOXET NOBPEANTE MHGOPMaLMIC Ha KomMneroTepe. ByaeTe
BHMMATENBHEI NPW OTKPLITMK 43HHOrO aitna. Bel JeMCTBMTENEHO XOTUTE OTKpPBITE haiin

apt(1).nlps?
e

Bo Bpemst DDOS-araku cepBepa BpeMs 3allycKa MOKeT ObITh CyIIeCTBEHHBIM (HECKOJIbKO
MMHYT), HeO0X0IMMO 10KIAThCS OKOHYAHMS 3aIIyCKA, IPH ITOM He 3allyCKasi HECKOJILKO
Konuii npuioxkenus! KoHTponupoBaTh KOIMYECTBO KOMHUI MOXKHO C IIOMOIIBIO IPOrPaMMBI

AUCTICTHUECP 3a1a4.

Ilocne okoHYaHUS 3arpys3Ku, HOsABUTCA OKHO HHULUAJIN3alluu TCPMUHAJIA, B KOTOPOC HeO6X0)II/IMO

BBECTHU TEXHOJOTUYECKHM aJIpec MmysbTa.

|.""|HI.-1LI,I.-13J'II.-13-HLI,I.-15 napamMeTpos

MyneT TepMHHaNna

OMAWHKA KEaTanor Tepm||Hana|C:lUsersWannlnadsljxt

Ofzop

OK OTmena

B okne npodureit momb3oBaresneit MOXKHO yKa3aTh JIFOO0M uaeHTH(GHKATOP MPOPHUIIs.




&) Hoewlid noasso...

Mons3oBarens

Mapone

MoBTopHTE Naponk

[Tocne BBona Ilonb3oBarens u naposisi, 1 Haxxarusi KHonku «OK», HauHeTCs 3arpy3ka TepMuHala,
HE0OXOMMO JIOKIAThCSI OKOHYAHUS 3arPy3KH:

Security Warning

3arpyaka daina coequHeHniH connections.xml

Do you want to run this application?

MoWcK nocnegHero yCTaHOBNeHHOro CoeqHHEeHHA

f' Publisher: UNKNOWN

HacTpoitka CoeIMHEHHA C CePBEPOM

MHHLMaNN3aumA CNHCKa OKOH TEPMHHANA Location:  hitps://private.sirena-travel.ru

[_] Hactpoiika nopra npukTEpa

Running this application may be a security risk

Risk: This application will run with unrestricted access which may put your computer and personal
information at risk. The information provided is unreliable or unknown so it is recommended not to

run this application unless you are familiar with its source
() =

B nosiBuBmIemcs okHe Secutiry Warning nocTaBuTh rajlouky U HaxxaTb KHONKY RUN.

[ ] Coenuuenne c cepeepom

[] CoenuHenne ycTaHoBNEHD

More Information

Select the box below, then click Run to start the application

S| Mynet Tepmunana MOBBBAKD. T

Tepmuuan [Mpaeka [MogknioyeHwa Makpocel OxHa [lomoub

B[=]o]s]4] m| 4] [¢]®]

BHumaHue! X

@ BoiDepute noaknyeHne

&
i)

29 centabpna 2023 r. 13:41:31 MSKI




3aiitu B Mento - > [IpaBka - Hactpoiiku > Tepmunan - > B agpec cniucka moaKIroueHud 100aBUTh
CCBUIKY : https://private.sirena-travel.ru/jxt/sirena/connections.xml

|| MynbT reprannana MOBBBAKD. Monezosatens 1. - O pd

Tepmunan [lpaexa [MogknwyenwA Makpocsl OwxHa [lMomouwbs

Bl=[eal4]  [4] e[

| £| Hacrpoiiku nonssosatens: 1 — O *
D Bug TNMynsT TEpMUKHaNa MOBBBAKD sl
D Monb3oBatens NoMaWHWA KaTanor TEpMHHAana Cillsers\WDownloads\jut
A0 Tepmuian _|ABpec cnincka noaKNIg eHm =5 [
3 Knoumn Proxy
[ nowra :|3anyck 6paysepa
% Wpndr ‘| 3anyck PDF Reader =
CopAune knasnwm | . _ o
P B 3anyce 3MekTPOHHOR TabnHup CAProgram files\Micros oft Office\Dffice\excel exe || HanTh
YOanaTe NoKankHele anns (QHen) '.-’|+
: Print
2| | Mpuurep OKI | -
MopT npuuTepa(COM1 |V| HacTpoika npadeepa
: [ ] Neyatsb B thain HacTpo#ka nopra |
-
| OK | | OTMEHHTE | | MpUMEHHTE |
I] 29 centnGpA 2023 1. 13:43:46 MSK | | @iA03
|&] MyneT reprannana MOBBBAKD. Monezosatens 1. — O X

Tepmuuan Mpaexka Mogenwyedws Makpocel Okea Momows

Bl=e]ala) i [2][e]w

[é] Hactpoiikn nonssosatens: 1 — O Y
[ Bug ‘| Nyt repmukana WMOBBBAKD =
D Mone3cearens [oMmawHui kaTanor TepMHHana CUJsers\WDownloads\jxt
D TepmuHan Afpec cnucka nogKNH4eHHRA hitps:iiprivate.sirena-travel.ru/pd/sirenalaerofloticonnections.xml 1
[ knioun e =
D MNouTa 3anyck Gpayaepa
D Wpndr 3anyck PDF Reader 1
D FopAune knagnun 3anyck 3NekTPOHHON TatnHukL! CAProgram files\Micros oft Office\Office\excel exe || ET
YOanaTe NoKankHble hanns (QHen) 7 |+
i Print
MpuuTep OKI | -
MopT npuxTepa |(COM1 |V| HacTpoika npaWeepa
- [] Neyats B dpaiin HacTpo#ka nopra |
e 3 =
q OK |l OTMEHNTE |ﬂ MNpUMEHHTE |\]
b . A
I] 29 centAGpPA 2023 1. 13:40:24 MSK | i @iopR

[Tocne naxarus knasuiu OK, B MeHIO MOAKIII0OYeHHS BBIOpaTh: MeHto - > [logkmtouenus - >
ProdHost SU - > ETS.

[TosiBUBIIIEECS] OKHO PETHUCTPAIIMH TOBOPUT 00 YCIIEIITHOW HACTPONKH TepMUHAJIA.



|| ProdHost SU/ETS/. Mynet Teprunana MOBBBAID. Monesoeatens 1. Onepatop . O X
TepmuHan [paeka [Mogknwyenna Makpocel Oxkna [Momows
B[=]c]a]4|
27 (1) Perncrpaums
LleHTp: ESU
OnepaTop
Maponb | |
Peructpauun
s —————————
| [ (1) PerncTpaums
Ij-0=- ProdHost SU/ETS/ 29 cenTAOPA 2023 1. 13:55:17 MSK | 3apeructpupyiitect @ =] |




3. 3ameuyeHHbIE POOJIEMBI:

1. ITpu DDOS arake HOBBIN TEpMUHAI HE MOXKET ckadaTh (aiin connections.xml. B Takom cirydae
¢ailn MOXXHO cKadaTh Opay3epoM M MOJIOKHUTH B JOMALTHHUNA KaTaJor jXt — TepMUHANA, CM. HIDKE.
Taxoke gormyckaeTcsl B IOMAIIHUIM KaTajior MOJ0XKHUTh (aiis ¢ paboTaroiero kommnbiotepa. Mnu
¢aiin noxy4eHHbId OT Koyuter uiu u3 CHpEeHbI 0 IPYTUM KaHallaM CBS3H.

putty -
fApoic

@ | [£] 64-bitJava for Windows X private.sirena-travel.nu/jt/sirena‘a- X

& (&] O & https//private sirena-travel.ru/jxt/sirena/aerofiot/connections.

CoxpaHnTb Kak

C st XML-bafitom e cansara an oma Tabama crarici. Hrpke TOKasaso ACpeso SCNEHTOR.

I

Tepmunan fMpaska Moakni4edWA Makpochl Okwa Momouls
9 B =[¢|ala 5wl JomawHnii katanor =
@ Coxparwme kak X
)
] « © A |« Nokanwuii guek (C) > Monssosatenn > A > 3arpysen > jat > dev v o | Ngee de )
NET NyneT TepumHana [woBBBAID 1 , S - e
[ Monsaosarens omawkmii Katanor TepuHHana C:\Users\WiDownloads\xt & S ==
[0 Tepmunan ALpeC CrucKa oK eHMit [rtips flprivate sirena-travel ruiUsirenalasrofloticonnecions xmi [ 3ror komnsrorep Vimserin fara wsmenerwn | Tan Pamepa
O kniown Proxy = 2 ualocalhost 2] connections.xml Aokymer XML
% E“':‘”‘T 3anyck bpaysepa B Boaco
P 3anyck POF Reader -
[} ropaune knaguwm _ [£] Aorymentst
3anyck aneKTOHHOR TAONMUL | C:IProgram filesiWlicroson Office\OMcelexcel.exe 3
! e srpysin
Ynanats hailnl (aHed)
o =) Usobpaxennn
Npwwrep —[OKI & Myseiea
Nopr npusTepalcomt [~ - B OBeumbie obt:
] Nesars & aiin Hacrpoiika nopra 1 PaGounii cron
= i Nowansmwii guc
<@~ ProdHost SUETS/ 29 centnOpA 2023 1. 14:02 zmsx] 3aperucipupyiiect 1 Vin gaiina: ‘ conmectionsaml \ | "
Tun Gaiina: | Beb-crparuiua, nomocTero (*xmi) ~ =

A Cxperms nanin Coxparms Omacria

2. Tepmunan He 3anyckaercsa: «Unable to launch»

ITpoBepsieM HacTpONKHU CaiTOB HCKITIOUEHHsI, IPOBEPsieM HAacTpoiika (ailna java.security.

3. «Application Blocked by Java Security»

[TpoBepsiem HACTPOUKHU CAaUTOB MCKITIOUCHHUS, IIPOBEPSiEeM HACTpoOiiKa ¢aiiia java.security.



